Institutional Self-Custody
Planning Guide



What is Institutional Digital Asset Self-Custody

In simple terms, institutional digital asset self-custody is where institutional investors directly manage and
secure their own digital assets without relying on custodial services.

Self-custody involves institutions taking direct responsibility for private key safety and maintaining control
over associated digital assets.

Institutional digital asset self-custody offers several advantages over third-party or shared custody, such as:
o Enhanced security
o Control over funds

Increased liquidity
¢ Increased transparency
o Fewer third-party risks and dependencies.

The Case for Institutional Digital Asset Self-Custody

While many benefits are associated with institutional self-custody, the dominant benefits are security and
control. In particular, the ability to access and trade digital assets without any dependency on a third party.

Events such as the failure of FTX highlight the risks that can exist with a reliance on third parties without
proper transparency, oversight and auditing. The following chart from a December 2022 Chainalysis report
highlights the correlation between significant market events and withdrawals from centralized exchanges
(CEX) to private wallets.
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https://blog.chainalysis.com/reports/personal-wallets-institutional-crypto-adoption-self-custody-defi/

Each major negative market event correlated with a substantial spike in transfers from CEX wallets to
private wallets. The report notes that the FTX, Celsius, and UST events each resulted in 68% to 77% of
those transfers valued at greater than $100,000, signaling that institutions were leading the flight to self-
custody wallets.

Liquidity is a further benefit of self-custody. In times of turbulence, market movements (positive or
negative) can be dramatic. During such times, your time to liquidity can directly translate to significant

gains or losses.

The transfer of assets from cold custody storage to an online wallet routinely takes several hours to a full
day, potentially longer during weekends and holidays. Self-custody of digital assets with highly secure
online wallets can provide immediate liquidity 24 hours per day, 365 days per year.

Increased transparency is another benefit of self-custody. Advanced wallets now support integrated
staking, giving you dashboard visibility and control over your asset positions, including staked assets and
associated rewards. Audit logs provide complete visibility and accountability for all transaction requests,
approvals, policy modifications, user additions and more.

The combination of total control, liquidity, and transparency is difficult to achieve by even the best
custodial services.

Institutional Self-Custody Considerations

With total control comes total responsibility. Therefore, institutions must enter self-custody thoughtfully,
with well defined plans and a commitment to execution. There are several critical factors that institutions
should carefully consider. These considerations help ensure the effective implementation of self-custody

practices and mitigate potential risks.

n Security

Implementing robust security measures is paramount. Institutions must establish
comprehensive security protocols, including secure key generation, storage, use, and backup
procedures. They must select reputable wallet solutions, implement multi-party approval
schemes, use cryptography techniques, and regularly update security systems to protect
against potential threats.

E Operational Expertise

Institutional self-custody requires expertise in digital asset management, cybersecurity, and
compliance. Institutions must assess their internal capabilities and determine if they have the
necessary knowledge, resources, and personnel to manage the complexities and risks
associated with self-custody. Choosing security platforms with sufficient security and
operational controls can help to keep requirements manageable.
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Regulatory Compliance

Institutions must comply with relevant regulatory frameworks governing digital asset custody.
In many regions, institutional self-custody is not subject to KYC (know-your-customer).
Unfortunately, regulatory requirements for KYC and AML (anti-money-laundering) may vary by
jurisdiction. To ensure compliance with applicable laws and regulations, Institutions must
consult with legal experts familiar with their jurisdiction’s regulatory landscape.

n Disaster Recovery and Backup

Adequate backup and disaster recovery plans are crucial to mitigate the risk of data loss,
system failures, or other unforeseen events. Institutions should have well-defined backup
procedures, redundant storage systems, and recovery protocols in place to ensure the
continuity of operations and the ability to restore access to digital assets in case of
emergencies.

E Governance and Accountability

To ensure proper oversight and control over the self-custody process, institutions should
establish clearly defined governance policies and accountability mechanisms . These policies
and mechanisms should include:

o Defined roles and responsibilities

e Audit procedures

e Regular security assessments

o Adherence to internal and external compliance requirements

H Legal and Regulatory Considerations

Institutions should seek legal counsel to assess the legal implications and obligations
associated with self-custody. This includes:
« Understanding the legal ownership and fiduciary duties related to digital assets
» Contractual obligations
o Potential liability risks
» Any legal, regulatory, or organizational compliance constraints specific to their jurisdiction
and company.

Insurance Coverage

Evaluating insurance options is essential to mitigate potential losses due to theft, loss, or other
security breaches. Institutions should assess whether they can obtain suitable insurance
coverage to protect their digital assets and ensure that their self-custody systems and
practices align with the requirements of the insurance policies.
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Institutional Self-Custody Technologies

Institutional self-custody provides the safekeeping, governance, and control over the private keys
associated with the institution’s digital assets. The following functional components are required to provide
this self-custody service:

Secure Lifecycle Key Management

Cryptographic tools and protocols are used to generate public-private key pairs . Private keys
must be securely generated, distributed, stored, used, updated, backed up, and destroyed to
protect against unauthorized use or theft before, during, and after use.

Secure Key Storage

Private keys must be stored in a manner that prevents unauthorized access, protecting against
key theft or misuse. Institutions typically store private keys electronically, using hardware
wallets and/or software wallets designed specifically to secure private keys with institutional
control.

Wallets are typically either hot, warm or cold. Hot wallets are online wallets that typically hold
just enough digital assets to support planned near-term transactions. Hot wallets are internet-
connected and typically used for outbound transactions. Institutional hot wallets should have
at least moderate policy controls and frequently use APl approvals for automated processing.

Warm wallets are also online wallets, however, they are always controlled by strict policies and
require at least some level of human approval versus APl approvals. Warm wallets typically fund
internal hot wallets as needed. Warm wallets may hold modest to large values in digital assets,
with sufficient values to fund near- and mid-term planned transactions.

Cold wallets are not connected to the internet. Cold wallets require approved users to be
physically present with the wallet to sign and conduct manual operations to transfer digital
assets to another wallet. Cold wallets provide the highest level of security but are the most
operationally intensive and require approvers to be physically present. As a result, transfers out
of cold wallets are done as infrequently as possible, primarily holding assets for long-term
storage.

Institutions holding large amounts of digital assets will typically use a combination of hot and
cold, or hot, warm, and cold wallets to create layers of security and segment resources, users,
and approvers.

Secure Signature Generation

Blockchains use private keys to digitally sign approved transactions, creating a unique,
verifiable signature to authenticate a specific transaction and the approval signature.
Institutions can use wallets that require single or multiple approval signatures .
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Multi-Party Approval

Institutional governance typically mandates more than one approver for transactions.

Multi-party approval may be implemented in two ways:
1. Using multi-party computation (MPC)
2. Using multiple signatures (multi-sig)

The use of multiple signatures requires smart contracts or similar on-chain processing, which adds
cost, complexity, and is not universally supported by all digital asset types.

MPC allows multiple parties to each control a share of a private key to partially sign a transaction. A
complete signed transaction is generated when a predefined number of parties have partially signed
confirming their approval. This form of multi-party approval appears to the blockchain as a single
signature transaction, because a single private key is collectively used (in the form of key shares) to
create a single signed transaction. MPC for multi-party approvals works with all protocols, and has
the lowest cost and complexity.

Staking

Institutions widely use staking to receive rewards on staked digital assets. Institutional wallets
should natively support staking directly from the wallet or through a staking partner integration to
enable seamless staking, reporting, and unstaking of digital assets.

Cold staking or the ability to stake digital assets directly from the cold wallet is a relatively new
capability that maximizes security, rewards, and operational efficiency.

Cold Storage

Cold storage using offline wallets with air-gapped keys provides further isolation and security, and
may be required for governance compliance. Some wallet solutions support both air-gapped and
online wallet operations using a common dashboard and policy controls. This flexibility can optimize
operational efficiency and security.

Key Backup and Recovery

Copies of the private keys must be encrypted and stored for emergency recovery in case of a
catastrophic system loss due to natural disasters or other failure event conditions. As an institution
creates new keys, and replaces existing keys, the institution must also update backup key copies.
Therefore careful consideration of your backup and recovery system and processes is essential.

Policies

Protection of private keys is essential, but not sufficient. It is equally important to establish and
enforce policies determining the conditions under which the keys can be used. Otherwise a bad
actor could modify policies, allowing them to transfer assets for fraudulent purposes. Institutions
typically require a variety of policy types such as: quorum approvals, checklists, conditional (if, then,
else), and operational policies. Self-custody systems must ensure these policies are consistently
enforced, and protected from unauthorized modifications.
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